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Abstract: Introduction. The research topicality is due to the introduction of digitalization in all sectors, which
causes the changes of methodological approaches to the content and development of digital competence of the
educational process participants. Hence, the research objective is to determine the key factors of transformation
of educational environment at university, to study the overall structure of digital competence, and to reveal the
conditions for its developing and improving in the educational process participants. Materials and methods. The
leading research method was the method of polling. Questioning was carried out in writing, using special forms
which allowed the respondents to estimate the level of mastering of digital competence factors. The research
comprised 304 professors and students of Nizhniy Novgorod State University for Engineering and Economics,
21 y.o. on average. Results. Based on theoretical analysis, the key factors are determined which influence
forming the digital competence of citizens. The obtained data revealed the actual level of digital competence of
students and professors of Nizhniy Novgorod State University for Engineering and Economics, identify the
sources and ways of its development. Conclusion. The results are of practical significance for universities and
other educational establishments intending to promote the level of digital competence of the educational process
participants. Keywords: digital competence, digital economy, digitalization, educational process participants,
online-learning.

1. Introduction

Entering the epoch of mass digitalization, which comprises all sectors of economy,
changes approaches to the life and professional activity of people (“DigComp2.1..., 2017;
Asmolov et al., 2010; Dontsov and Drozdova, 2013; Fedorov, 2009; Kalimullina and
Trotsenko, 2018; Klassov and Klassova, 2016; Kupriyanovskiy et al., 2016; Kuzmin and
Parshakova, 2012, 2013; Ladyzhets and Neborskiy, 2015; Lau, 2006; Lebedeva, 2015;
Liseev, 1998; Makoveychuk, 2015; Namiot et al., 2017; Passport of a priority project...,
2016; Soldatova et al., 2013; Soldatova and Rasskazova, 2014; Stepin, 1998; Structure of
ICT-competence..., 2011; Valeeva and Rudneva, 2016). Humanity is going to become
immersed into the data globally connected through mobile technological devices, in the world
of smart cities and homes, unmanned vehicles, robots in the streets, and the Internet of
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Things. In the nearest future, the following technological trends will influence most the
business processes and the demand for digital skills:

. development of mobile Internet;

. the Internet of Things;

. machine intelligence;

. big data and machine learning;

. VR/AR-technologies;

o automation and robotization in industry and economy.

Today, Russia implements a number of initiatives aimed at creating conditions for dig-
ital economy development, which increases the country’s competitiveness, the standard of
living of the population, provides economic growth and ensures national sovereignty. Among
these initiatives are “Strategy of informational society development in the Russian Federation
in 2017-2030” (Obucheniye tsifrovym..., 2018) and Program “Digital economy of the Rus-
sian Federation” (Shamin et al., 2018).

State bodies, consulting companies and researchers have elaborated various models of
digital competences (skills), which to a large extent complement each other. They imply that
digital competence is based on continuous mastering of competences (the system of relevant
knowledge, skills, motivation, and responsibility), ability of an individual to confidently, effi-
ciently, critically and safely choose and apply the infocommunicational techniques in various
spheres of life (working with content, communications, consumption, technosphere), and
readiness for such activity.

The authors used The Digital Framework for Citizens, proposed in the European Un-
ion report. It presents a detailed classification of digital competence, including five areas and
21 digital competences, necessary for all citizens (Table 1).

Table 1. Classification of digital competences

Competence areas \ Competence

1. Informational and data literacy

1.1 Browsing, searching and
filtering data, information
and digital content

To articulate information needs, to search for data information
and content in digital environments, to access them and to
navigate between them. To create and update personal search
strategies.

1.2 Evaluating data, infor-
mation and digital content

To analyze, compare and critically evaluate the credibility and
reliability of sources of data, information and digital content.
To analyze, interpret and critically evaluate the data, infor-
mation and digital content.

1.3 Managing data, infor-
mation and digital content

To organize, store and retrieve data, information and content
in digital environments. To organize and process them in a
structured environment.

2. Communication and collaboration

2.1 Interacting through digi-
tal technologies

To interact through a variety of digital technologies and to
understand appropriate digital communication means for a
given context.

2.2 Sharing through digi-
tal technologies

To share data, information and digital content with others
through appropriate digital technologies. To act as an interme-
diary, to know about referencing and attribution practices.

2.3  Engaging in citizen-

To participate in society through the use of public and private
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ship through digital technol-

digital services.

ogies

2.4  Collaborating To use digital tools and technologies for collaborative pro-

through digital technologies | cesses, and for co-creation of resources and knowledge.

2.5  Netiquette To be aware of behavioral norms while using digital technolo-
gies and interacting in digital environments. To adapt commu-
nication strategies to the specific audience and to be aware of
cultural and generational diversity in digital environments.

2.6 Managing digital | To create and manage one or multiple digital identities, to be

identity able to protect one’s own reputation.

3. Digital content creation

3.1 Developing  digital | To create and edit digital content in different formats.

content

3.2  Integrating and re- | To modify, refine and improve and integrate information and

elaborating digital content

content into an existing body of knowledge to create new con-
tent and knowledge.

3.3  Copyright and li- | To understand how copyright and licenses apply for data, in-

censes formation and digital content.

34  Programming To plan and develop a sequence of understandable instructions
for a computing system to perform specific tasks.

4. Safety

4.1  Protecting devices To protect devices and digital content and to understand risks
and threats in digital environments. To know about safety
measures.

4.2  Protecting personal | To protect personal data and privacy in digital environments.

data and privacy

To understand how to use and share personal data while being
able to protect oneself and others from damages.

4.3  Protecting health and
well-being

To be able to avoid health-risks and threats to physical and
psychological well-being while using digital technologies. To
be able to protect oneself and others from possible dangers in
digital environments. To be aware of digital technologies for
social well-being and social inclusion.

4.4 Protecting the environ-
ment

To be aware of environmental impact of digital technologies
and their use.

5. Problem solving

5.1 Solving technical prob-
lems

To identify technical problems while operating devices and
using digital environments, and to solve them (from trouble-
shooting to solving more complex problems).

5.2 Identifying needs and
technological responses

To assess needs and to identify, evaluate, select and use digital
tools to solve them. To adjust digital environments to personal
needs.

5.3 Creatively using digital
technologies

To use digital tools and technologies to create knowledge and
to innovate processes and products. To engage individually
and collectively in cognitive processing to understand and
resolve conceptual problems and problem situations in digital
environments.

5.4 Identifying digital com-

To understand where one’s digital competence needs to be
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petence gaps improved. To be able to support others with their digital com-
petence development. To seek opportunities for self-
development and to keep up-to-date with the digital evolution.

This classification is applied in 21 countries of the European Union (France, Italy,
Great Britain, Poland, etc.) and is recommended for teaching and elaborating policies in the
sphere of digital economy development (Decree of the RF President..., 2017).

2. Materials and methods

To train competent personnel for digital economy it is necessary to duly modernize the
system of education and professional training, to make educational programs comply with the
requirements of digital economy, and to widely apply digital tools in the informational-
educational environment.

To elaborate new approaches to education and to prepare Russia for transition to a new
technological setup, i.e. to digital economy, the Russian government elaborated and is imple-
menting a priority educational project “Modern digital educational environment in the Rus-
sian Federation”, adopted on 25 October 2016 as a part of the state program “Education de-
velopment” for 2013-2020 (Order of the Russian government..., 2017). The project objective
is to create, by 2018, conditions for systemic increase of quality of and broaden the possibili-
ties for continuing education for all categories of citizens through developing the Russian dig-
ital educational environment. To achieve that goal, online education is broadly used, including
mass open-access online courses with interactive participation.

Implementing the priority educational project “Modern digital educational environ-
ment in the Russian Federation” (MDEE) implies a number of key directions elaborated sim-

ultaneously:

. adopting legal-normative acts aimed at developing online education. In particu-
lar, they stipulate the status of online courses as equivalent parts of educational programs;

. creating informational resource providing access to online courses in compli-

ance with “one window” principle and uniting a range of existing platforms of online educa-
tion through a single system of users identification;

. creating, by 2020, of 3.5 thousand online courses on secondary, higher and ad-
ditional education programs, engaging the leading developers both from public institutions
and business community;

. forming the system of expert and user evaluation of the quality of online cours-
es;

. creating ten Regional competence centers in the sphere of online learning;

. training of not less than 10 thousand tutors and experts in the sphere of online
learning.

The educational project implies using modern technologies and best practices in the
sphere of online learning, the scientific potential of the best Russian universities, and the ex-
perience of the existing online-platforms and business projects. It stipulates that not less than
140 thousand students will get online training, and by the end of 2025 — over 11 million. By
2017, MDEE ensured access to 450 online courses by 20 best Russian universities for school-
children, university students and professors.

Introduction of online courses into educational process is aimed at expanding the
boundaries of traditional education, giving more opportunities to students and professors.
First of all, the MDEE project allows universities, colleges and schools to promote the priority
spheres of training, by redistributing the tutors’ load and offering a part of subjects in online
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regime. It means that the tutors would interact with students more in the course of practical
and laboratory sessions.

On the other hand, the project creates a new format of competition between universi-
ties and professors all over Russia, which may lead to reducing the number of certain catego-
ries of tutors. At risk are those who are not ready to advance their qualification in the field.

Nizhniy Novgorod State University for Engineering and Economics (NNSUEE) is a
regional university, whose key mission is to train personnel for those sectors of economy and
the municipal entities of areas of social-economic development which have a priority signifi-
cance for Nizhegorodskaya oblast and the whole region; to preserve and develop the human
potential of rural territories; to facilitate the impact of authorities and local self-government of
Nizhegorodskaya oblast on the regional market of land educational services. The total number
of NNSUEE students is about 5,000; over 1,000 people annually take advanced training and
professional retraining courses. The university provides over 50 licensed professional educa-
tional programs. Educational activity is carried out in four Institutes: Institute for Economics
and Management, Institute for Information Technologies and Communication System, Insti-
tute for Engineering, and Institute for Transport, Service and Tourism. The university subsidi-
aries are specialized educational centers: Center for drivers’ training, Center for industrial
qualifications, Center for certified training of 1C software users; Center for energy audit, Cis-
co Network Academy and others.

The university is completely staffed with scientific-educational personnel: over 80%
of tutors are Doctors and Candidates of Sciences.

To reveal the level of digital competence of the research-teaching staff and students,
we applied the method of polling. The questionnaire was compiled on the basis of The Digital
Framework for Citizens. The respondents were offered to determine their level (advanced,
basic, initial, undeveloped) of each of the 21 digital competences based on self-estimation.
The research comprised 304 respondents, 21 y.o. on average.

To obtain the general results, we summarized the numbers of respondents who deter-
mined their level of digital competences as advanced and basic in the set areas (Fig. 1). The
majority of the research-teaching staff and students demonstrate the highest digital compe-
tence in the sphere of informational literacy — 78% and 97% respectively. Most of the stu-
dents use the Internet to search for interesting and educational information, actively use cloud
technologies for storing information, while professors show competence in analyzing, com-
paring and critical evaluation of the reliability and validity of the information sources and
digital content.

In the sphere of communication and cooperation, the degree of competence at ad-
vanced and basic levels is almost equally high, according to the answers by students and pro-
fessors. The respondents use various kinds and forms of interaction through digital technolo-
gies — electronic mail, chats, blogs, forums, social networks, etc., with various aims. Most of
the respondents show high degree of readiness to exchange information through digital tech-
nologies, as well as to civil participation and cooperation. However, students, unlike profes-
sors, not always care about observing netiquette and protecting their reputation in the Internet.

The advanced and basic levels of competence in the sphere of creating the digital con-
tent imply the primary skills of programming, creating and editing the digital content in vari-
ous formats. The polling showed rather intermediate results — 56% of professors and 67% of
students, respectively. Professors marked insufficient knowledge of copyright ad licensing of
data, information and digital content. Many respondents marked insufficient competence in
the sphere of protecting devices and digital content, understanding risks and threats in digital

environments.
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Rather contradictory results were shown in the sphere of ensuring digital security. For
example, 54% of the students assert that they are ready to provide protection of personal data
and confidentiality in digital environments, to understand how to use personal data while be-
ing able to protect oneself and others from damages, to be able to avoid health-risks and
threats to physical and psychological well-being while using digital technologies, to be able to
protect oneself and others from possible dangers in digital environments, and to be aware of
digital technologies for social well-being and social inclusion. At the same time, only 34% of
professors consider themselves to have these abilities advanced and basic levels.

Finally, analysis of competence in the sphere of solving technical problems showed ra-
ther low results. Professors and students have difficulty identifying and solving technical
problems while operating devices and using digital environments. Only 29% of professors
and 31% of students define their level as advanced and basic.

Thus, the research revealed the problem competences which should be paid more at-
tention while organizing the educational process, in particular, the issues of digital safety and
solving technical problems. However, in general, the polling allows concluding that the digi-
tal competence of students and professors at the university is formed at basic level, which
testifies to the fact that the selected trajectory of the educational process digitalization is cor-
rect, and allows specifying the growth points in that direction.

120% ~
100% -
80% -
60% -

40% - 299%,31%
20% -
0% -
1. Informational 2. 3. Creating 4. Safety 5. Problem
literacy Communication digital content solvin
and B Professors

collaboration H Students

Fig. 1. Development of digital competence of students and professors
3. Results and discussion

Below we analyze the possibilities of the university for forming, developing and
enhancing the digital competence of students and professors (Shamin et al., 2018; Shamin and
Kasimova, 2018).

The modern educational environment at NNSUEE is a set of open informational
systems aimed to provide solving various tasks of the educational process. Openness as the
main characteristic feature of digital educational environment provides possibility and right to
use various informational systems, change them or add new ones.

The educational digital tools at NNSUEE are the developed digital informational-
educational environment (a portal), the digital library, the platform for distant learning, the
internal and external online courses.

The digital informational-educational environment of the university is based on
Moodle platform and comprises digital educational and methodological resources in all
disciplines, personal pages of the university divisions, professors and students, the list of
recommended online courses, and digital portfolios of students.
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Distant learning is organized through Miropolis platform. This platform provides
opportunity for arranging distant lectures, seminars and webinars. A tutor contacts students
from a virtual office through video connection, feedback is carried out through a chat. Chat
seminars take place online: a professor and students join the chat and discussion (or any other
type of joint activity offered by the professor) takes place during the set time. The participants
may see each other and communicate online. Thus, everyone feels as if working in a students’
group.

The digital library gives access to several licensed libraries containing academic and
scientific publications.

The scientific-pedagogical personnel of NNSUEE is convinced that today any tutor
who is unable to apply digital educational technologies and to organize digital learning, not
only loses competitive advantages in the professional community, but often loses authority
among students due to the lack of mobility in the means of communication. Such a professor
is unable to create a different educational environment — the digital educational environment
to interact with students. That is why the informational technologies are an indispensible part
of training for NNSUEE professors. To work with students, the professors use the resources
of digital informational-educational environment, online learning, professional software,
digital control systems, computer simulations, etc.

In the educational process, they broadly use the principle “bring your own devices”,
when smart phones, notebooks, tablets and other gadgets are used at lessons to get and
process information. Cloud technologies are also actively used. Placing information in a
“cloud”, a professor makes it accessible for students, thus arranging team work on every
topic. Also, professors acquaint students with additive technologies — 3D-manufacturing, data
transmission infrastructure, and fiber-optic communication technologies.

A popular learning technique is Internet surfing, when a professor sets a task for the
students to search for information in the net. Students search for information autonomously, at
the same time receiving information about the subject, then submit a report for control.

Realizing the need for digital transformation, the university professors advance their
qualification in this sphere, taking a course “Forming the digital educational environment:
fundamentals of online-learning”; they actively use vCards and QR—codes. NNSUEE
professors took part in a communication session “Boiling spot” arranged by the “University
for National Technological Initiative 20.35”. The best practices and services were presented at
the event, which may assist NNSUEE in implementing the digital transformation of the
university.

To further enhance forming of digital competences, the university plans participation
of NNSUEE representatives in other intensive educational courses by the “University for
National Technological Initiative 20.35”. NNSUEE participation in the events organized by
the “University for National Technological Initiative 20.35” promotes implementation of the
main directions of the Strategy for Nizhegorodskaya oblast development in the aspect of
advanced digitalization of economy and social sphere, as well as implementation of pilot
projects using end-to-end digital technologies and facilitating introduction of digital
technologies into the educational process.

NNSUEE students were active participants of master-classes: “lIOT-technologies. The
Internet of Things”, “Data-transfer. Data routing”, “Efficient technologies of success”, “Lean-
technologies. Aviation Processes Factory”, and “Generation of Digital Future”.

While elaborating the digital approaches to organization of educational process,
special attention is paid to online learning. An online course is a course constantly accessible
for users through the Internet and developed with the use of digital learning technologies. At
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NNSUEE, online courses are implemented either as a part of the basic educational program,
in which case the results of learning are registered in the student’s records, or as a part of
additional training program, when the course completion is marked by issuing a certificate on
mastering the additional training program.

Online courses are subdivided into external, or mass open, online courses and internal
online courses. The former is developed by the third institutions and are placed on the third
educational platforms on open access basis. The online courses placed at NNSUEE
educational portal are integrated into the university educational process as internal online
courses. The internal online courses are developed by authors’ collectives within the
university and are placed in the informational-educational environment of NNSUEE.

4. Conclusion

Thus, the research revealed that digital competence is a requirement of the
contemporary society which should be net by every citizen. Hence, forming the digital
competence of the participants of the educational process at university must be carried out in
compliance with the requirements of the global and domestic practices. The experimental data
allowed revealing the actual level of digital competence of students and professors of Nizhniy
Novgorod State University for Engineering and Economics, as well as to reveal the sources
and identify the prospects of its development, among which the most important are the
following.

1. Creating the system of evaluating the quality of online courses, comprising auto-
mated and expert evaluation and providing students and educational establishments with reli-
able information on the quality of online courses and online resources. Nizhniy Novgorod
State University for Engineering and Economics has developed the system of expert evalua-
tion of the internal online courses and internal online resources. To assess the quality, struc-
ture, content and compliance with State Educational Standards of an internal online course,
developed by the university staff, an expert commission is formed by an order of a Vice Rec-
tor on Academic Work. The commission includes not less than three members — leading spe-
cialists in the sphere of the evaluated online course, including professors of the university or
another educational institution. The author of the course submits comprehensive information
about the online course (work load, content, results of learning, competences at which the
online course is aimed, majors in which the course can be used), as well as the full unlimited
access to the materials of the online course in digital form. The results of assessment are pre-
sented at the session of the Educational and Methodological Board of the university. In case
of a positive decision, the course is included into the list of online courses recommended for
using within the educational process. In case of an unsatisfactory decision, the course is re-
jected. After eliminating the drawbacks and further improvement, the author may initiate its
reexamination. Each online course developed by the university professors must pass two re-
views, one of them external. It is recommended that the reviewers are the leading specialists
of the university, scientific-research and other institutions within the area of the online course.
A reviewer presents their conclusion in writing. The review must reflect the compliance of the
online course with the requirements of Federal State Educational Standard, the working pro-
gram (if any), the set objectives, the modern level and trends of science and industry; the
course content is evaluated; proposals may be made as to improving it; a conclusion on its use
in the educational process is given.

2. Creating the informational portal accessible for all categories of citizens and provid-
ing each user with access to online course and online resources, developed and implemented
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by various institutions on various online platforms. Nizhniy Novgorod State University for
Engineering and Economics has developed a digital informational-educational environment,
which provides the university students with access to digital resources in all disciplines. It
also presents the list of internal and recommended mass online courses.

3. Integrating the portal with the Unified Identification System. Storing and transfer of
digital information about the educational achievements of a person in various educational
institutions. Forming the digital portfolio.

4. Creating the software enhancing the quality of online learning and reliable assess-
ment of the results of mastering the online courses.

5. Adopting normative acts allowing to master online courses as parts of the main and
additional educational programs. Nizhniy Novgorod State University for Engineering and
Economics has developed a Statute on organization of educational activity with the use of
online courses, to regulate implementation of an online course as a part of the main educa-
tional program or an additional educational program.

6. Creating open online courses in the sphere of educational technologies, as well as
regional centers for developing competences in the sphere of online learning, to provide train-
ing of personnel of educational institutions at all levels with a view of broader use of online
courses to enhance the quality of educational programs.

7. Creating and implementing not less than 3500 online courses, the results of which
mastering can be counted within main educational programs.

Within Nizhniy Novgorod State University for Engineering and Economics, the
Institute for Economics and Management has planned to develop about ten internal online
courses in 2018-2019. It has already developed online courses in the disciplines:
“Organization of entrepreneurial activity” (major 38.04.02 Management), “Statistics” (major
38.03.05 “Business informatics”), professional module 05 “Cashier” (major 38.02.01
Economic and Accounting (by sectors)).

Besides developing and implementing the internal online courses, the professors of
Nizhniy Novgorod State University for Engineering and Economics use external (public)
online courses. Their implementation takes place on the basis of contracts signed with third
parties. For example, one of the network partners of Nizhniy Novgorod State University for
Engineering and Economics is the “Open Education” site, housing 348 online courses in
various majors. The NNSUEE students take online courses by professors of the leading
Russian universities: Lomonosov Moscow State University, Saint Petersburg Pedagogical
University, Saint Petersburg State University, NUST MISIS, National Research University
“Higher School of Economics”, MIPT, Ural Federal University, and ITMO University. They
successfully pass attestation and receive certificates on mastering a discipline or a module
through online courses.

Finally, it should be noted that successful enhancement of digital competence,
provided the necessary technologies are available, it is necessary to establish continuous
transfer of new educational technologies into the educational process, to introduce digital
environments and tools, for the educational process to be in line with technological

development.
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